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CCC-TS-101-Digital-Key-
R3-1.2.2 -> 2.3 High level 
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CCC digital key 
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Fast 
transaction
Using 
symmetric 
secrets; 
1 APDU cmd. & 
Resp. pair

A
uth 0

Standard 
transaction
Based on 
asymmetric 
crypto;
2 APDU cmd. 
& Resp. pairs

A
uth 0

A
uth 1

CCC transactions
(Car to CCC device) 

A
uth 1

CCC owner pairing 

Standard 

transaction
Based on 

asymmetric 

crypto;

2 APDU cmd. 

& Resp. Pairs

A
uth 0

Establish 
secure 
channel
2 APDU cmd. 
& Resp. Pairs

Spake2+
C

ertificate 
chains

Exchange 
certificates
N APDU cmd. 
& Resp. Pairs

Car to CCC framework Car to CCC DK applet



|  NXP  |  Public4

Car

Pairing flow

CCC framework
N

at
iv

e 
ap

p

CCC applet

Console 
reader

Door 
reader

Central key 
store & 

manageme
nt

Phone

Phone OEM 
backend

Car OEM 
backend

3r
d 

pa
rt

y 
ap

p

Car HMI 1a

1b

1) Initiate pairing

a) on car side: start

polling for framework

b) on phone side: 

framework running 

HCE, requesting pairing 

password

2) Use SPAKE2+ to 

establish a secure 

channel

3) Creation of new digital 

key + attestation

4) Exchange of certificate 

(chains) & attestations

5) Finalize pairing using 

a standard transaction

2

3

4

5

Secure channel between 
framework (SPAKE2+ 
password) and car 
(SPAKE2+ verifier)



|  NXP  |  Public5

OP car-side applet 
overview
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NXP CCC reference demo system 

• Full CCC compliant reference system
• Automotive MCU with automotive Secure Element

• NCJ38A0HN 
• Door handle/In-car NFC reader

• Mobile Phone/Smart keyfob(NCJ37B0HN)
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NCJ37B0HN “NESTOR” HARDWARE PLATFORM

ULTRA LOW POWER SECURE ELEMENT WITH NFC (FIELD-POWERED)

* Available RAM memory for JCOP applet development is less and depending on OS configuration.

Metric Value

MCU
Node 40 nm CMOS NV
Architecture MRK3-SC 16 bit
Clock speed 48 MHz

Memory
Flash Up to 400 kB
RAM 18.5 kB*

Interfaces Supported interfaces SPI, I2C, ISO/IEC 
14443 NFC

Physical

Supply voltage 1.8 – 3.3 V
Temperature range -40°C to 105°C
AEC-Q100 grade Grade 2
Package 4x4 mm HVQFN20

Software & 
security

Operating System JCOP 4.x
Security certification CC EAL 6+

Target Applications
• Smart Key Fob
• Qi 1.3 Authentication
• Secure BMS and Battery Passport
• Plug & Charge (ISO15118-20)
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NCJ38A0HN “PHANTOM” HARDWARE PLATFORM

HIGH PERFORMANCE AUTOMOTIVE SECURITY CONTROLLER

* Available RAM memory for JCOP applet development is less and depending on OS configuration.

Metric Value

MCU
Node 40 nm CMOS NV
Architecture ARM SC300 32 bit
Clock speed 96 MHz

Memory
Flash Up to 750 kB
RAM 52 kB*

Interfaces Supported interfaces SPI and I2C

Physical

Supply voltage 1.8 V
Temperature range -40°C to 105°C
AEC-Q100 grade Grade 2
Package 5x5 mm HVQFN32

Software & 
security

Operating System JCOP 4.4
Security certification CC EAL 5+

Target Applications
• CCC Digital Key Management
• Infotainment & connectivity
• Secure BMS and Battery Passport
• EV Charging authentication (e.g. Plug & 

Charge)
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NCJ39A0HF “PHANTOM PRO” HARDWARE PLATFORM

NEXT-GEN HIGH PERFORMANCE AUTOMOTIVE SECURITY CONTROLLER

*Available RAM memory for JCOP applet development is less and depending on OS configuration.
**Exact JCOP release t.b.d.

Metric Target Value

MCU
Node 28 nm CMOS NV
Architecture Cortex M33 32 bit
Clock speed 240 MHz

Memory
Flash Up to 750 kB
RAM 96 kB*

Interfaces Supported interfaces SPI and I2C

Physical

Supply voltage 3.3 V
Temperature range -40°C to 105°C
AEC-Q100 grade Grade 2
Package 5x5 mm HVQFN32

Software & 
security

Operating System JCOP 8.x**
Security certification CC EAL 5+

Target Applications
• CCC Digital Key Management
• Infotainment & connectivity
• Secure BMS and Battery Passport
• EV Charging authentication (e.g. Plug & 

Charge)
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NXP is developing CCC applets for the car, phone 
as well as key fob and smartcard.

→ Ensure interoperability already on applet level!

Car-side applet features
• Full support of CCC functionality (rel2 and rel3)
• Support for remote DK management
• Configurable security features
• Binding of SE and UWB

Mobile-side applet
• Full support of CCC functionality (rel2 and rel3)

• Including standard transaction, fast transaction and friend 
sharing

• Fully compatible with CCC standardized DK framework 

Key fob/card applet
• Full support of CCC functionality (rel2 and rel3)

• Including owner pairing, standard transaction, fast transaction

NXP CCC reference demo - NXP CCC applet offering
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SMART CAR ACCESS SYSTEM WITH SECURE ELEMENTS

NXP SE AND APPLET PORTFOLIO GUARANTEES HIGHEST INTEROPERABILITY BETWEEN CARS AND DEVICES
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Start demo

1. Powerup demo
2. Personalize NCJ38A0HN
3. Connect CAN cable
4. Start python tool
5. Prepared for OP&ST
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Start OP or transaction with Android phone

• Open phone and keep WIFI online
• Install “nxp_digitalkey.Apk” on android phone
• Open installed cccrefdemo app, you will see the 

right screenshot
• Tap the phone on the NFC pad then phone 

owner pairing started, you will see the data log 
on python tool until OP finished

• If you configure standard transaction in python 
tool, you will see the transaction data exchange 
in logs
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Start OP or transaction in iPhone

• Open phone and keep WIFI online
• Open wallet, adding key
• Tap the phone on the NFC pad then phone 

owner pairing started, you will see the data 
log on python tool

• After owner pairing finished, a blue car key 
label added in wallet

• If you configure standard transaction in 
python tool, you will see the transaction data 
exchange in logs
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Phone pairing log

1. OP2:SPAKE2+

2. OP2: Cert Exchange

3. OP3: first Transaction

4. Standard Transaction
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Start OP or transaction 
in card mode

1. Power up and prepare 
demo

2. Personalize NCJ37x board 
3. Connect CAN cable
4. Start python tool
5. Tap NCJ37B0HN board 
6. START OP&ST
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Card pairing log

1. OP2:SPAKE2+

2. OP2: Cert Exchange

3. OP3: first Transaction

4. Standard Transaction
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View dk log

Device keyslot ID Keyfob/Card keyslot ID
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Personalize in NCJ38A0HN (uUpdate by car-side applet v1.1.14 UM)
Pairing Mode Perso Tag Name Perso Tag Comments

Phone Pairing TAG_INSTALL_VEHICLE_LONG_TERM_PUBLIC_KEY 0x40 Vehicle LTK PK

TAG_INSTALL_VEHICLE_LONG_TERM_PRIVATE_KEY 0x41 Vehicle LTK SK

TAG_INSTALL_VEHICLE_IDENTIFIER 0x4F Vehicle identifier

TAG_INSTALL_ENDPOINT_CREATION_NOT_BEFORE 0x61 Endpoint certation timestamp

TAG_INSTALL_ENDPOINT_CREATION_NOT_AFTER 0x62
TAG_INSTALL_INTERMEDIATE_CERTIFICATE 0x6B Vehicle Intermediate CA

TAG_INSTALL_VEHICLE_PUBLIC_KEY_CERTIFICATE 0x6C Vehicle Public KEY CA[K]

TAG_INSTALL_VEHICLE_OEM_ROOT_CA_CERTIFICATE 0x6D Vehicle OEM CA[J]

TAG_INSTALL_VEHICLE_OEM_ROOT_CA_PUBLIC_KEY 0x6E Vehicle OEM PK

TAG_INSTALL_SPAKE2P_W0 0x6F SPAKE2 Parameter W0

TAG_INSTALL_SPAKE2P_L 0x70 SPAKE2 Parameter L

Card Pairing TAG_INSTALL_NUMBER_OF_ADDITIONAL_DEVICE_SUPPORTED 0x91 Keyfob/card number

TAG_INSTALL_FOB_VEHICLE_IDENTIFIER 0xD2 Set Key Fob vehicle identifier

TAG_INSTALL_VEHICLE_PUBLIC_KEY_CERTIFICATE_KEYFOB 0xD3 Set Key Fob Vehicle Public key CA [K]

TAG_INSTALL_FOB_INTERMEDIATE_CERTIFICATE 0xD5 Set Key Fob Intermediate CA

TAG_INSTALL_VEHICLE_OEM_ROOT_CA_CERTIFICATE_KEYFOB 0xD7 Set Key Fob Vehicle OEM CA[J]

TAG_INSTALL_VEHICLE_OEM_ROOT_CA_PUBLIC_KEY_KEYFOB 0xDB Set Key Fob Vehicle OEM PK

TAG_INSTALL_CAR_LONG_TERM_PUBLIC_KEY_FOR_KEYFOB 0xD9 Set Key Fob Vehicle LTK PK

TAG_INSTALL_CAR_LONG_TERM_PRIVATE_KEY_FOR_KEYFOB 0xDA Set Key Fob Vehicle LTK SK

TAG_INSTALL_SPAKE2P_W0_KEYFOB 0x96 Set Key Fob SPAKE2 Parameter W0

TAG_INSTALL_SPAKE2P_L_KEYFOB 0x97 Set Key Fob SPAKE2 Parameter L
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Personalize In key fob (NCJ37B0HN)
Perso Name Comments

_setKeys ISD key set for 
NCJ37B0HN

ownerKeyFriendlyName Owner key friend name 

same as NCJ38A0HN

vehicleIdentifier Vehicle identifier same as 

phantom

vehicleOemCA Vehicle OEM CA[J]

deviceOemCA Device OEM CA

vehicleIntermediateCA Vehicle intermediate CA

vehicle.PK

vehicle.SK

Vehicle public key CA [K]
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