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Navigation section

Agenda

Introduction of CCC digital key architecture
NXP CCC reference demo system

Start OP or transaction in phone mode
Start OP or transaction in card mode
Personalize in NCJ38A0HN

Personalize in key fob
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Introduction of
CCC digital key

architecture
CCC-TS-101-Digital-Key-

R3-1.2.2 -> 2.3 High level
architecture
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Figure 2-1: Digital Key Architecture with Actors and Their Relationships
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Transactions and owner pairing
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Establish transaction transaction
secure i Based on
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Pairingflow . |
Phone OEM

Car OEM

backend

backend

1) Initiate pairing
a) on car side: start
polling for framework
b) on phone side:
framework running
HCE, requesting pairing
password

2) Use SPAKE2+ to

Secure channel between
framework (SPAKE2+
password) and car
(SPAKE2+ verifier)

4___________________.__

establish a secure
channel

B R e I I R 2

wa Console
=Tole[=]}

3) Creation of new digital
key + attestation
4) Exchange of certificate
(chains) & attestations 3 5
5) Finalize pairing using reader '
a standard transaction CCC applet car
Phone
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Initial personalization
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NXP CCC reference demo system

Full CCC compliant reference system

Automotive MCU with automotive Secure Element
« NCJ38AO0HN

« Door handle/In-car NFC reader

+ Mobile Phone/Smart keyfob(NCJ37BOHN)

<--» Proprietary link
< Standardized link
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NCJ37BOHN “NESTOR” HARDWARE PLATFORM

ULTRA LOW POWER SECURE ELEMENT WITH NFC (FIELD-POWERED) N@

INCJ37x

S IMewic  lvawe

Node 40 nm CMOS NV
Architecture MRK3-SC 16 bit
Clock speed 48 MHz

+ Flash Up to 400 kB
emor Smart Access
A A\ 18.5 kB* o e - )
Supported interfaces  SPI, 12C, ISO/IEC & [
14443 NFC

Supply voltage 1.8 -33V
Phvsical Temperature range -40°C to 105°C
sica pp—_—;
v AEC-QI00 grade Grade 2 Target Applications

Package 4x4 mm HVQFN20 * SmartKeyFob
. * Qi l.3 Authentication
L ICX 9 Operating System JCOP 4.x - Secure BMS and Battery Passport
security Security certification =~ CC EAL 6+ *  Plug & Charge (I1SO15118-20)
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NCJ38A0HN “PHANTOM” HARDWARE PLATFORM

HIGH PERFORMANCE AUTOMOTIVE SECURITY CONTROLLER

S IMewic  lvawe

Node 40 nm CMOS NV
Architecture ARM SC300 32 bit Sy oo
CIOCk Speed 96 MHz Body Domain Controller

Flash Up to 750 kB o | g
Memory AN o (i &
m Supported interfaces  SPland 12C I CarNFC. — e,

Supply voltage 1.8V

Mompee e emge | =00t et
Physical P 9 Target Applications

AEC-QI00 grade Grade 2 + CCC Digital Key Management
Package 5x5 mm HVQFN32 « Infotainment & connectivity

, « Secure BMS and Battery Passport
S UTEIEY g Operating System Jool e - EV Charging authentication (e.g. Plug &
security Security certification =~ CC EAL 5+ Charge)

Door NFC  ——
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NCJ39A0HF “PHANTOM PRO” HARDWARE PLATFORM

NEXT-GEN HIGH PERFORMANCE AUTOMOTIVE SECURITY CONTROLLER

Node 28 nm CMOS NV
Architecture Cortex M33 32 bit
Clock speed 240 MHz

Flash Up to 750 kB
Memory RAM 96 kB*
m Supported interfaces  SPland 12C

Supply voltage 33V

Temperature range -40°C to 105°C
AEC-QI00 grade Grade 2 .
Package 5x5 mm HVQFN32 :

(e ia s - X8 Operating System JCOP 8.x**
security Security certification =~ CC EAL 5+

*Available RAM memory for JCOP applet development is less and depending on OS configuration.
9 | NXP | Public **Exact JCOP release t.b.d.
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NXP CCC reference demo - NXP CCC applet offering

NXP is developing CCC applets for the car, phone
as well as key fob and smartcard.

- Ensure interoperability already on applet level!

Car-side applet features
« Full support of CCC functionality (rel2 and rel3)
« Support for remote DK management
« Configurable security features
« Binding of SE and UWB

Mobile-side applet

« Full support of CCC functionality (rel2 and rel3)

Including standard transaction, fast transaction and friend
sharing

« Fully compatible with CCC standardized DK framework

Key fob/card applet

« Full support of CCC functionality (rel2 and rel3)
Including owner pairing, standard transaction, fast transaction
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SMART CAR ACCESS SYSTEM WITH SECURE ELEMENTS

NXP SE AND APPLET PORTFOLIO GUARANTEES HIGHEST INTEROPERABILITY BETWEEN CARS AND DEVICES

Phone OEM Service Car OEM
Backend platforms Backend

CCC DK
Smart Phone
Applet

Secure
NFC

Ranging
MCU

CCC DK Key
Fob Applet
> atanav CCC DK Cal’-
_ Side Applet
CCC DK

Secure
Smartcard e

(MIFARE)
Applet
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Startdemo

1. Powerup demo

2. Personalize NCJ38A0HN
3. Connect CAN cable

4. Start python tool

5. Prepared for OP&ST
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e time.py

def

F run_config(bus):

e ConfigSettings.py e builtins.py

contig_1 er(show_can=True, show_jumbo=False, show_figaro=False):
if not show_figaro:
ccc.LOGGER.parent.setlLevel(ccc.LOGGER.CCC + 1)
if not show_jumbo:
figaro.LOGGER.parent.setlevel(figaro.LOGGER.FIGARD + 1)
if not show_can:
jumbo.LOGGER.parent.setlLevel(jumbo.LOGGER.JUMBO + 1)

configHandler = ConfigHandl
configHandler.init_config_session()

configHandler.set_target_ccc_mission(ConfigCccTargetMission.NFC_OWNER_PAIRING)

configHandler.set_target_ccc_mission(ConfigCccTargetMission.STANDARD_TRANSACTION)

configHandler.end_config_session()
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Start OP or transaction with Android phone

Home

« Open phone and keep WIFI online
- Install “nxp_digitalkey.Apk” on android phone ‘ '

- Open installed cccrefdemo app, you will see the ‘ k
right screenshot

« Tap the phone on the NFC pad then phone
owner pairing started, you will see the data log

on python tool until OP finished CCC REFERENCE SYSTEM
DEMO
- If you configure standard transaction in python
tool, you will see the transaction data exchange DEDICATED DOOR HANDLE

in logs
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Digital Key

w7
A

CCC Reference System Demo



Start OP or transaction in iPhone

« Open phone and keep WIFI online
« Open wallet, adding key

« Tap the phone on the NFC pad then phone
owner pairing started, you will see the data
log on python tool

- After owner pairing finished, a blue car key
label added in wallet

- If you configure standard transaction in
python tool, you will see the transaction data
exchange in logs
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Double-Click
to Use

CarModel

Adding Key
Place iPhone on the reader to add your car
key to Wallet and pair it with your car.




Phone pairing log

"C:\Users\nxp52688\0neDrive - NXP\work\projecth\zty\CCCA\CCC_demo‘\OneDriwve 1 8-3-20822%CAN_Support_Tool\venv\Scripts\python.exe™ "C:\Users\nxp52688\0OneDrive - NXP\work\project\zty\CCC\CCC_demo\OneDrive_ 1 8-3-2822\CAN_Support_Tool\main.py™
ccc | ™ | N/A | N/A | From PC | CONFIG | Start config command

ccc | RX | 16:32:17.2816711 | N/A | From Central Node | CONFIG | Command successful

Thu Jan 25 88:32:17 2824

32383234 31 3235 38 3332 3137

cce | T | N/A | N/A
ccc | RX | 16:32:17.21296874 N/A
Thu Jan 25 @8:32:17 2824

32383234 31 3235 38 3332 3137

From PC | CONFIG | Target Mission: NFC_OWNER_PAIRING
From Central Mode | CONFIG | Command successful

ccc | ™ | NAA | N/A | From PC | CONFIG | Stop config command

ccc | RX | 16:32:17.2141189 | N/A | From Central Node | CONFIG | Command successful

ccc | RX | 16:32:29.2861212 | N/A | From NFC Reader | Phone/Card detected

ccc | RX | 16:32:29,2156731 | N/A | From Central | APDU-Exchange: {SELECT: Target_Aid: CCC Framework AID [A@B@228582434343444B46763100])

ccc | RX | 16:32:29.2176731 | N/A | From NFC Reader | APDU-Exchange: Protocol Version: [@1@e];

ccc | RX | 16:32:29.2242248 | N/A | From Central | APDU-Exchange: (OP_REQUEST) 1 OPZSPAKE2+

ccc | RX | 16:32:29.2471555 | N/A | From NFC Reader | APDU-Exchange: RESP . .

ccc | RX | 16:32:29.2783855 | N/A& | From Central | APDU-Exchange: (OP_VERIFY)

ccc | RX | 16:32:29.2730497 | N/A | From NFC Reader | APDU-Exchange: RESP

ccc | RX | 16:32:29.2982968 | N/A | From Central | APDU-Exchange: (WRITE_DATA)

ccc | RX | 16:32:38.2019188 | N/A | From NFC Reader | APDU-Exchange: RESP

ccc | RX | 16:32:38.2577318 | N/A& | From Central | APDU-Exchange: (CONTROL_FLOW)

cec | RX | 16:32:38.2597398 | N/A | From NFC Reader | APDU-Exchange: RESP 2 OP2 Cert EXChange
ccc | RX | 16:32:38.2693138 | N/A | From central | Start Polling

ccc | RX | 16:32:31.2548341 | N/& | From NFC Reader | Phone/Card detected

ccc RX | 16:32:31.2549323 N/A | From Central | APDU-Exchange: (SELECT: Target_Aid: CCC Framework AID [A@@@228882434343444B46763100])

ccc RX | 16:32:31.2569314 N/A | From NFC Reader | APDU-Exchange: Protocol Version: [@1ee];

Ccc RX | 16:32:31.2589233 N/A | From Central | APDU-Exchange: (GET_DATA)

ccC RX | 16:32:31.2636842 N/A | From NFC Reader | APDU-Exchange: RESP

Ccc RX | 16:32:31.2692848 N/A | From Central | APDU-Exchange: {GET_RESPONSE)

ccC RX | 16:32:31.2734821 N/A | From NFC Reader | APDU-Exchange: RESP

ccc RX | 15:32:32.2561914 N/A | From Central | APDU-Exchange: {CONTROL_FLOW)

Cccc RX | 16:32:32.2569928 N/A | From NFC Reader | APDU-Exchange: RESP

ccc RX | 16:32:32.2716769 NfA | | Target mission: Nfc owner pairing | Owner Pairing Ph2 passed.

ccc | RX | 16:32:32.2746496 | N/A | From central | Start Polling

ccc | RX | 16:32:33.2873565 | N/A | From NFC Reader | Phone/Card detected

ccc | RX | 16:32:33.20875561 | N/A | From Central | APDU-Exchange: (SELECT: Target Aid: CCC Applet AID [AGEOBERSE0434343444B41763100])

ccc | RX | 16:32:33.2889562 | N/A | From NFC Reader | APDU-Exchange: Protocol Version: [8188];

ccc | RX | 16:32:33.2139379 | N/& | From Central | APDU-Exchange: (AUTH®: Protocel Version: [@188]; Vehicle Eph_Pub_key: 65 Bytes; Transaction_Identifier: [816B26687A36630629E37E9D9CAABFCD]; Vehicle identifier:
ccc | RX | 16:32:33.2194388 | N/A | From NFC Reader | APDU-Exchange: Auth® Resp.: Endpoint_ePK: 65 Bytes

ccc | RX | 16:32:33.2245154 | N/A | From Central | APDU-Exchange: (AUTHL: Vehicle signature 64 Bytes) S &
ccc | RX | 16:32:33.2483917 | N/A | From NFC Reader | APDU-Exchange: Authl Resp.: <encrypted> 88 Bytes 3. OPB. flrst TransaCt|On
ccc | RX | 16:32:33.2635045 | N/A | From Central | APDU-Exchange: (EXCHANGE)

ccc RX | 16:32:33.2698124 N/A | From NFC Reader | APDU-Exchange: RESP

Ccc RX | 16:32:33.2773867 N/A | From Central | APDU-Exchange: (CONTROL_FLOW)

ccc RX | 16:32:33.2779866 N/A | From NFC Reader | APDU-Exchange: RESP

ccc RX | 16:32:33.278@952 NfA | | Target mission: Nfc owner pairing | Owner Pairing Ph3 passed.

CCC RX 16:32:33.2781952 NfA From Central | APDU-Exchange: (SELECT: Target_Aid: CCC Applet AID [AG@E228389434343444B41763160 )

ccc RX | 15:32:36.2982189 N/A | From central | Start Polling

ccc RX | 15:32:38.2366791 N/A | From NFC Reader | Phone/Card detected

CCC RX 16:32:38.2368784 NfA From Central | APDU-Exchange: (SELECT: Target_Aid: CCC Applet AID [AGSB228389434343444B41763108])

ccc RX | 15:32:38.2381858 N/A | From NFC Reader | APDU-Exchange: Protocol Version: [@1@@];

ccc | RX | 16:32:38.2434018 | N/A | From Central | APDU-Exchange: (AUTHB: Protocol Version: [@188]; Vehicle Eph_Pub _key: 65 Bytes; Transaction_Identifier: [FA248F57B428ES558EB2BI67DE7BF3EAL]; Vehicle identifier:
ccc | RX | 16:32:38.2488746 | N/& | From NFC Reader | APDU-Exchange: Auth@ Resp.: Endpoint_ePK: 65 Bytes

ccc | RX | 16:32:38.2532747 | N/A& | From Central | APDU-Exchange: (AUTHL: Vehicle signature 64 Bytes) .
ccc | RX | 16:32:38.2689290 |  N/A | From NFC Reader | APDU-Exchange: Authl Resp.: <encrypted> 33 Bytes 4. Standard Transactlon
ccc | RX | 16:32:38.2856326 | N/A& | From Central | APDU-Exchange: (CONTROL_FLOW)

ccc | RX | 16:32:38.2863325 | N/A | From NFC Reader | APDU-Exchange: RESP

ccc | RX | 16:32:38.2863325 | M/A | | | Target mission: Standard transaction | CCC transaction dene successfully.



Start OP or transaction
in card mode

1. Power up and prepare
demo

Personalize NCJ37x board
Connect CAN cable

Start python tool

Tap NCJ37BOHN board
START OP&ST

o ok~ WD
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e time.py

e ConfigSettings.py e builtins.py

er(show_can=True, show_jumbo=False, show_figaro=False):
w_figaro:
ccc.LOGGER.parent.setlLevel(ccc.LOGGER.CCC + 1)
if not show_jumbo:
figaro.LOGGER.parent.setlevel(figaro.LOGGER.FIGARD + 1)
if not show_can:
jumbo.LOGGER.parent.setlLevel(jumbo.LOGGER.JUMBOD + 1)

f run_config(bus):

configHandler = ConfigHandler(bus)

configHandler.init_config_session()

configHandler.set_target_ccc_mission(ConfigCccTargetMission.CARD_PAIRING)

configHandler.set_target_ccc_mission(ConfigCccTargetMission.CARD_ST_TRANSACTION)

configHandler.end_config_session()



Card pairing log

"C:\Users\nxp52688\0neDrive - NXP\work\project\zty\CCC\CCC_demo\OneDrive_1_8-3-2022\CAN_Support_Tool\venv\Scripts\python.exe" "C:\Users\nxp52688\0OneDrive - NXP\work\project\zty\CCC\CCC_demo\OneDrive_1_8-3-2022\CAN_Support_Tool\main.py"
N/A | From PC | CONFIG | Start config command

CCC
CcccC

[ TX| N/A |
| RX | 17:04:14.2664911 |

Thu Jan 18 09:04:14 2024
32303234 31 3138 39 34 3134

ccc
Ccc

| TX| N/A |
| RX| 17:04:14.2777538 |

Thu Jan 18 09:04:14 2024
32303234 31 3138 39 34 3134

CCC
CCC
CccC
CCC
CCC
CcCcC
CCC
CCC
CcccC
Cccc
CCC
CcCcC
CCC
CCC
Cccc
Cccc
CCC
CcCC
CCC
CCC
CCccC
ccc
CcCC
CCC
CCC
CCC
CccC
CcccC
CcCcC
CCC
ccc
CCC
CCC
CcccC
CcCC
CCC
ccc
CCcC
CCC
CcccC
CCC
CCC
ccc
CCcC
CCC

[ TX| N/A |
| RX | 17:04:14.2789778 |
| RX | 17:04:17.2747662 |
| RX | 17:04:17.2796171 |
| RX | 17:04:17.2842177 |
| RX | 17:04:17.2898697 |
| RX | 17:04:18.2372114 |
| RX | 17:04:18.2567146 |
| RX | 17:04:19.2262781 |
| RX | 17:04:19.2524332 |
| RX | 17:04:19.2599843 |
| RX | 17:04:20.2956986 |
| RX | 17:04:22.2256678 |
| RX | 17:04:22.2352200 |
| RX | 17:04:22.2429715 |
| RX | 17:04:22.2431716 |
| RX | 17:04:22.2472715 |
| RX | 17:04:22.2492719 |
| RX | 17:04:22.2582230 |
| RX | 17:04:22.2638773 |
| RX | 17:04:23.2912162 |
| RX | 17:04:23.2927164 |
| RX | 17:04:23.2942161 |
| RX | 17:04:24.2025871 |
| RX | 17:04:24.2027856 |
| RX | 17:04:24.2064855 |
| RX | 17:04:24.2120371 |
| RX | 17:04:24.2285878 |
| RX | 17:04:24.2336402 |
| RX | 17:04:24.2874728 |
| RX | 17:04:25.2063763 |
| RX | 17:04:25.2080763 |
| RX | 17:04:25.2081765 |
| RX | 17:04:25.2081765 |
| RX | 17:04:25.2082766 |
| RX | 17:04:28.2346468 |
| RX | 17:04:28.2348487 |
| RX | 17:04:28.2384476 |
| RX | 17:04:28.2439981 |
| RX | 17:04:28.2606014 |
| RX | 17:04:28.2657014 |
| RX | 17:04:29.2193759 |
| RX | 17:04:29.2362265 |
| RX | 17:04:29.2379260 |
| RX | 17:04:29.2380244 |

chg N)dﬁi IP\7i9Hc29.2380244 |
ccC IR

| 17:04:32.2074957 |

N/A | From Central Node | CONFIG | Command successful

N/A | From PC | CONFIG | Target_Mission; CARD_PAIRING

N/A | From Central Node | CONFIG | Command successful

N/A | From PC | CONFIG | Stop config command

N/A | From Central Node | CONFIG | Command successful

N/A | From NFC Reader | Phone/Card detected

N/A | From Central | APDU-Exchange: (SELECT: Target_Aid: CCC Framework AID [A000000809434343444B46763100])
N/A | From NFC Reader | APDU-Exchange: Protocol_Version: [0100];

N/A | From Central | APDU-Exchange: (OP_REQUEST) .

N/A | From NFC Reader | APDU-Exchange: RESP 1 . O P 2 . S PAK E2 +
N/A | From Central | APDU-Exchange: (OP_VERIFY)

N/A | From NFC Reader | APDU-Exchange: RESP

N/A | From Central | APDU-Exchange: (WRITE_DATA)
N/A | From NFC Reader | APDU-Exchange: RESP

N/A | From Central | APDU-Exchange: (CONTROL_FLOW) .
N/A | From NFC Reader | APDU-Exchange: RESP 2 . O P 2 : Ce rt EXC h an g e

N/A | From central | Start Polling

N/A | From NFC Reader | Phone/Card detected

N/A | From Central | APDU-Exchange: (SELECT: Target_Aid: CCC Framework AID [A000000809434343444B46763100])

N/A | From NFC Reader | APDU-Exchange: Protocol_Version: [0100];

N/A | From Central | APDU-Exchange: (GET_DATA)

N/A | From NFC Reader | APDU-Exchange: RESP

N/A | From Central | APDU-Exchange: (GET_RESPONSE)

N/A | | | Target mission: Card pairing | Owner Pairing Ph2 passed.

N/A| |

N/A | From central | Start Polling

N/A | From NFC Reader | Phone/Card detected

N/A | From Central | APDU-Exchange: (SELECT: Target_Aid: CCC Applet AID [A000000809434343444B41763100])

N/A | From NFC Reader | APDU-Exchange: Protocol_Version: [0100];

N/A | From Central | APDU-Exchange: (AUTHO: Protocol_Version: [0100]; Vehicle_Eph_Pub_key: 65 Bytes; Transaction_I|dentifier: [C33CBEA054F87E48D2DE206E5B 1F286C]; Vehicle_identifier: [9999999999999999])
N/A | From NFC Reader | APDU-Exchange: AuthO Resp.: Endpoint_ePK: 65 Bytes

N/A | From Central | APDU-Exchange: (AUTH1: Vehicle signature 64 Bytes) . .

N/A | From NFC Reader | APDU-Exchange: Auth1 Resp.: <encrypted> 88 Bytes .

N/A | From Central | APDU-Exchange: (CONTROL_FLOW) 3 " O P3 " fl rSt TransaCtI O n
N/A | From NFC Reader | APDU-Exchange: RESP

N/A| |

N/A'| | | Target mission: Card pairing | Owner Pairing Ph3 passed.
N/A | From Central | APDU-Exchange: (SELECT: Target_Aid: CCC Applet AID [A000000809434343444B41763100])

N/A | From NFC Reader | Phone/Card detected

N/A | From Central | APDU-Exchange: (SELECT: Target_Aid: CCC Applet AID [A000000809434343444B41763100])

N/A | From NFC Reader | APDU-Exchange: Protocol_Version: [0100];

N/A | From Central | APDU-Exchange: (AUTHO: Protocol_Version: [0100]; Vehicle_Eph_Pub_key: 65 Bytes; Transaction_I|dentifier: [DB7503860794A020C8E00F632A53A83E]; Vehicle_identifier: [9999999999999999])
N/A | From NFC Reader | APDU-Exchange: AuthO Resp.: Endpoint_ePK: 65 Bytes
N/A | From Central | APDU-Exchange: (AUTH1: Vehicle signature 64 Bytes)

N/A | From NFC Reader | APDU-Exchange: Auth1 Resp.: <encrypted> 88 Bytes
N/A | From Central | APDU-Exchange: (CONTROL_FLOW)

N/A | From NFC Reader | APDU-Exchange: RESP

N/A| |

N/A'| | | Target mission: Card st transaction | CCC transaction done successfully.
N/A | From central | Start Polling

4. Standard Transaction



View dk log

"C:\Users\nxp52688\0neDrive - NXP\work\project\zty\CCC\CCC_demo\OneDrive_1_8-3-2022\CAN_Support_Tool\venv
\Scripts\python.exe" "C:\Users\nxp52688\0nelrive - NXP\work\projecth\zty\CCC\CCC_demo\OneDrive_1_8-3-2022%
CAN_Support_Tool\main.py"

Thu Jan 25 B8:46:31 2024

32303234 31 3235 38 3436 3331

CCC | TX | N/A | N/A | From PC | CONFIG | Start config command

JUHBO | TX | NSA | N/A | 8x1FPOFBEL1 | 29 bit ID, FD | total_len: 17 [&x11] |
6001003230323430313235303834363331

JUMBO | RX | 16:46:31.2148087 | N/A | Bx17080A01 | 29 bit ID, FD | total_len: 1 [axa1] | o1
CCC | RX | 16:46:31.21485699 | N/A |

Thu Jan 25 DB8:46:31 2024
32303234 31 3235 38 3436 3331

CCC | TX | N/A | N/A | From PC | CONFIG | Start config command

JUMBO | TX | N/A | N/A | Bx1FBBFBO1 | 29 bit ID, FD | total_len: 17 [ax11] |
6001003230323430313235303834363331

JUMBO | RX | 16:46:31.2148499 | N/A | ©x17p080A01 | 29 bit ID, FD | total_len: 1 [ox01] | B2
CCC | RX | 16:46:31.2148699 | N/A |

Thu Jan 25 BB:46:31 2024
32303234 31 3235 38 3436 3331

CCC | TX | N/A | N/A | From PC | CONFIG | Start config command

JUHBO | TX | NSA | N/A | 8x1FPOFBEL1 | 29 bit ID, FD | total_len: 17 [&x11] |
6001003230323430313235303834363331

JUMBO | RX | 16:46:31.220085548 | N/A | Bx1708FBA1 | 29 bit ID, FD | total_len: 3 [axa3] | 6081FF
CCC | RX | 16:46:31.22005548 | N/A | From Centrbl Node | CONFIG | Command successful

Thu Jan 25 DB8:46:31 2024
32303234 31 3235 38 3436 3331

. cce | TX | N/A |  N/A | From PC | CONFIG
Device keyslot ID jumss | 7x | N/A | N/A | OxIFOBFBO1 | 29 bit ID, FD | total_len: 3 [oxe3] | sepres  Keyfob/Card keyslot ID
JUMBO RX | 16:46:31.2546473 |  N/A | 0x1700FBO1 | 29 bit ID, FD | total_len: 191 [OxBF]

SFI3®4E04000000065014D19C272F0249E417BCE1D48FADATSF83209BL75CD3066950686F6E65510F32303234303132353
231365A520F 39393939313233313233353935395A5F1401005F16060000000000005F 136 J4E04FFFFFFOOp@4TODC396BFA1TF339
05227C4465E6DAFF21C200CED3114E78705F536D6172745F4B65795F466F62510F323032353D 738343534365A520F39393
939313233313233353935395A5F1401020901005F16060000000000005F09D2A55A

CCC | RX | 16:46:31.2546988 | N/A |
JUMBO | RX | 16:46:31.2621939 | N/A | Bx1700FBO1 | 29 bit ID, FD | total_len: 3 [axa3] | 6BB1FF
CCC | RX | 16:46:31.2621939 | N/A | From Central Node | CONFIG | Command successful

Thu Jan 25 DB8:46:31 2024
32303234 31 3235 38 3436 3331

CCC | TX | N/A | N/A | From PC | CONFIG | Stop config command

JUMBO | TX | N/A | N/A | Bx1FBBFBA1 | 29 bit ID, FD | total_len: 3 [axa3] | sBB101
JUMBO | RX | 16:46:31.2633719 | N/A | Bx1700FBO1 | 29 bit ID, FD | total_len: 3 [Bxe83] | 6BOLFF
CCC | RX | 16:46:31.2633719 | N/A | From Central Node | CONFIG | Command successful
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Personalize in NCJ38AOHN (uUpdate by car-side applet v1.1.14 UM)
CPairingMods | PorsoTagName |renotag |comments

Phone Pairing

Card Pairing

TAG_INSTALL_VEHICLE_LONG_TERM_PUBLIC _KEY
TAG_INSTALL_VEHICLE_LONG_TERM_PRIVATE _KEY
TAG_INSTALL_VEHICLE _IDENTIFIER

TAG_INSTALL_ENDPOINT _CREATION_NOT_BEFORE
TAG_INSTALL_ENDPOINT _CREATION_NOT_AFTER
TAG_INSTALL_INTERMEDIATE _CERTIFICATE
TAG_INSTALL_VEHICLE _PUBLIC _KEY _CERTIFICATE
TAG_INSTALL_VEHICLE_OEM_ROOT _CA_CERTIFICATE
TAG_INSTALL_VEHICLE_OEM_ROOT _CA_PUBLIC _KEY
TAG_INSTALL_SPAKE2P_WO

TAG_INSTALL_SPAKE2P_L
TAG_INSTALL_NUMBER_OF_ADDITIONAL_DEVICE _SUPPORTED
TAG_INSTALL_FOB_VEHICLE _IDENTIFIER
TAG_INSTALL_VEHICLE _PUBLIC _KEY_CERTIFICATE_KEYFOB
TAG_INSTALL_FOB_INTERMEDIATE _CERTIFICATE
TAG_INSTALL_VEHICLE_OEM_ROOT _CA_CERTIFICATE_KEYFOB
TAG_INSTALL_VEHICLE_OEM_ROOT_CA_PUBLIC _KEY_KEYFOB
TAG_INSTALL_CAR_LONG_TERM_PUBLIC _KEY_FOR_KEYFOB
TAG_INSTALL_CAR_LONG_TERM_PRIVATE_KEY_FOR_KEYFOB
TAG_INSTALL_SPAKE2P_WO_KEYFOB
TAG_INSTALL_SPAKE2P_L_KEYFOB

0x40

0x41
Ox4F
Ox61
0x62
Ox6B
0x6C
0x6D
Ox6E
Ox6F
0x70
0x91
0xD2
0xD3
0xD5
0xD7
OxDB
0xD9
OxDA
0x96
0x97

Vehicle LTK PK
Vehicle LTK SK
Vehicle identifier

Endpoint certation timestamp

Vehicle Intermediate CA
Vehicle Public KEY CA[K]
Vehicle OEM CA[J]
Vehicle OEM PK
SPAKE2 Parameter WO
SPAKE2 Parameter L

Keyfob/card number
Set Key Fob vehicle identifier
Set Key Fob Vehicle Public key CA [K]
Set Key Fob Intermediate CA
Set Key Fob Vehicle OEM CA[J]
Set Key Fob Vehicle OEM PK
Set Key Fob Vehicle LTK PK
Set Key Fob Vehicle LTK SK
Set Key Fob SPAKE2 Parameter WO
Set Key Fob SPAKE2 Parameter L



Personalize In key fob (NCJ37BOHN)

Perso Name

_setKeys

ownerKeyFriendlyName

vehicleldentifier

vehicleOemCA
deviceOemCA
vehiclelntermediateCA

vehicle.PK
vehicle.SK

20 | NXP | Public

ISD key set for
NCJ37BOHN

Owner key friend name
same as NCJ38A0HN

Vehicle identifier same as
phantom

Vehicle OEM CA[J]
Device OEM CA
Vehicle intermediate CA

Vehicle public key CA [K]

# Vehicle identifier
/s—v wehicleIdentifier 99995999599995599
Jecho S{vehicleIdentifier}

/applet JCipher

# Vehicle CEM CR
/s—v wehicleCemCRh.name "Vehicle-CEM-ROCT-CR-TEST-E"

f8-w wehicleCemCh.S5K €0609AD3320D4745A6DEDS81T64C0TF1IF398E6B1C182E0AS04D852D1CF297858

fe8-v wvehicleOemCh.PK 042808F56DDEF7S99AEFAC433BS3TD1EEBF76BFFFEB4T2Z18T7TEDFO6ETBT2Z58FT7281E1TO38E
/echo vehicleOemCA: $£{vehicleCemCA.SK}
Jecho vehicleOemCh: 5{vehicleOemCh.PK}

/8—wv wehicleQemCh.cert
308201403081ESR00302010202084448665C3CETASF3300A06082R8648CE3D04030230253123302106035504030C1
04030C1ASEES6E69636C652D4F454D2D524F4F542D43412D544553542D453055%301306072A8648CE3D020106082AE
881725ADFFO915A3023000300RA06082A3648CE3D0403020347003044022025264TD0EEFTE9391FEB46TBBTT103CE2
Jfecho "Vehicle OEM CL Certificate:" £{vehicleOemCA.cert}

# Device OEM CR (NXP-CCC-ROOCT-CAR-TEST)

fe—v devicefemCLh.name "NXP-CCC-ROOT-CR-TEST™

/s—v deviceCemCA.SK 02F48BA0%3CY05A1DIA0EF2517F340B6B3DA131C454FS524E76BT4F4715B004EL

/s-v deviceCemCRA.P¥ 0430CSESBS2FT41C00BE91273ETSDDFCERBS4S8T729F18605FT68RAT543984E0FDFFFSECS8GET
S2-v deviceOemCLh.PE.identifier £ (hash -m SHL-1 S{deviceOemCLh.PE})

/s-v deviceOemCLh.cert
308201BA30820160A003020102020812D906cDBAGTS00FD300A0c082A8648CE3D04030230253123302106035504031
060355040313144E58502D4343432D524F4F542D43412D5445535430559301306072A8648CE3D020106082RA8648CE:
S8B4D5SZTIA3ITE3ICTC3016060A2B0601040182C46905020101FF04053003020101300E0603551D0OF0101FFO4040302(C
A30804359300D5CE4RAABAS1980CFS068DEDE8300A0C0E2A848CEZD04030203480030450220117009TATALTOSC1SAR
/echo "Device OEM CA Certificate:" S{deviceCemCA.certc}

¥ Vehicle Intermediate CA (signed by Vehicle OEM CA) - Why intermediate? Why not [J]?
keygen -m ECC -o keypairgen

fe—wv wvehicleIntermediateCh.name "Vehicle-OEM-Intermediate-CL-TEST-E"

fs—v wehicleIntermediateCh.SH ${EEY_ECC_PIivateKey}

/8-v vehicleIntermediateCh.PE 043{KEY ECC PublicKeyX}3{KEY ECC PublicKeyY}

/s—v wehicleIntermediateCh.cert

3082014583081 F0OR003020102020809366386DCO9C4E41300A0608208648CE3D04030230253123302106035504030C1
04030C2256656869636C652D4F454D2D496ET465726D6564696174652043412D544553542D453059301300072R86¢4
DEDEID11117T75178BT2ES5C946DSD1A3023000300A06032A86483CE3D0403020347T00304402203RA66DTTS3EEEERZAF
Jecho "Vehicle Intermediate CR Certificate:"™ S${vehicleIntermediateCh.cert}

# Vehicle Public Key - this is transferred from Vehicle during owner pairing.Why it is conficg
keygen -m ECC -o keypairgen
f/8—v wehicle.name "V.TST1.WWE.BRND.S{wvehicleIdentifier}"”

/8-v wehicle.S5K OASEOTTES10FS8ATDZ01FBSZABBTDE3TEEOO6D32B1920F534B0EECCELICE58CEER

/s-v wehicle.PK 040DFD326901DESBE178B02EASTEDBC42389C62883D3E83A55514D97DE22930B484T71FDBT517¢
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